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1.Configure cloud services

Fbox: a gateway

1. Create an MQTT connection device in FlexManager by the step:’'Remote-->DEVICE
SETTING—>Network PLC’

B M 0 b @ ¥ X

Monitor Alarm Data Edge Camera Address Tag Info

Computing

Ali

Device setting

FLE COM1 Com?2 com3 Netwark PLC Service Cloud Server
o No. Network PLC Setting p_ @peration
1 Yy T
Mit| Manufacturer MQTT i
36 ] ' o
2 Device Type AliLMOTT v y o
oM 192.168.1.1 I
3 IP Address Aba. Y @
SIE i} Port 1883 |
4 y T
Alias Ali_MQTT
SIE| | 4 3
5 O Yy T
Broadcast
S8 Station No 1 =
B v T
Sch
TCE | £ ADVANCE " 0K X CANCEL L
7 y T
= O0-smart_Eth i " mart_Ethernet |

In the device added here, the IP address and port are ignored, and the IP address (service address) and
port number are set in the next configuration cloud service.

2. Then configure the server address, port number, device ID, login user name and password that push
by the MQTT : Remote --> DEVICE SETTING--> Cloud Server

FAR#ML: 4008-033-022 —R, EINREEEEL2
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Monitor Alarm Data Edge Remote Camera Address Tag Info
SIEMENS 57-300 Device setting
g COM1 com2 Com3 Network PLC Service

SIEMENS

(0) a
Mot Used s MQTT 212

I
O semenssrizon
- g Cloud Server MQTT v Keep alive &0
LAY

Schneider MODBUS.  § I 197.168.31.123 Port 1883

TCP
Fl

A Device ID E
AB Compac |
Encryption []Enabled TLS Store Mone v
SIEMENS S7-200-sm § . : —
it Eiherit 1 Client certificate [_] Enabled E i}
Server certificate [_] Enabled E ]
FEMQTT_Standard B
Client private key [ Enabled #
(PEM)
Modbus_TCP_Server N !
Topic [JEnabled

FBox User authentication ] Enabled X

Q¥ DEVICE SETTING o OK > CANCEL

Cloud Server: FLEXEM MQTT is an designated MQTT service protocol

Keep alive: Heartbeat package time, unit: second

Sever Url: Server address pushed by MQTT

Device ID: The device ID used to specify the box (such as the box serial number, or a user-defined ID)
Encryption: Enable encryption, support box and MQTT server to communicate using TLS (SSL)

Store: Allows the push message to be cached to the SD card or U-disk while the MQTT is offline. If no
cache is required, select ‘None’.

Client certificate: The client certificate can be enabled if TLS encryption is enabled. The certificate is for
the box

Sever certificate: The server certificate can be enabled if TLS encryption is enabled. This certificate is
used by the MQTT server. Enable this if the box requires two-way encryption, otherwise it does not need
to be enabled

Topic : Support for custom topic prefixes. If not customized, this prefix is used by default:
Topic/flexem/fbox/.

Take the box serial number 222218030009 as an example. The topic of the restart is:
Topic/flexem/fbox/222218030009/system/Reboot. If the custom prefix is: office/room1/, the restart
topic is: office/room1/222218030009/system /Reboot

Note: Custom topic must end with "/". If there is / before the custom topic, the subscription topic is also
added with the corresponding /.

AL : 4008-033-022 —R, EINREEELI
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User autherticcation: The user information verification required for the box to log in to the MQTT server.
Sync Alarm, Sync Dmon: If you are using the MQTT service for the first time, after adding a monitoring
items or alarm entry, you need to click “Sync Alarm” or “Sync Don” to make the added item push MQTT
take effect; if it is not the first time you need to click “Sync Alarm” or “Sync Dmon” After that, restart the
device to make the added entry push MQTT take effect. If you do not want to use an alarm, then no
need to set synchronize alarms.

Note:

When FBox uses MQTT to push data, it needs to reference any variable of mqtt address in the alarm
record (for example, mqgtt-connect). After setting the alarm entry, you need to click the sync alarm
point in the cloud service configuration window. As shown below.

1 | 9 & @ B 4

Maonitor Alarm Data Edge Remote Camera Address Tag Info
D
Current Alarms Historical Alarms Registration Contacts Global Settings
New alarm item X
Operation
Name Set empty will use the code as default value
No. (Auto) Group 2H A 4H - 4 0w
T
Use address Tag (8 Use address /DU
Device FEMQTT.S v Station No. 1 4 0O ¥
T
Data Type 16-BitUnSi v Address Type mgtt_conni ¥ # 0O W
[]Bit-index within a Byte Register mqtt_alive ) L 0O T
status/mgtt_monitor_num | |
Adiliess 0 config/mqtt_password PRI
config/mgtt_username
config/mgtt_client_id
Format D(0~0) config/mqti_keep_alive
system/matt_ssl_flag
Trigger Value = v 0 mqtt_server_port
maqtt_server_url
Alarm Contents HLelSin
mqtt_connect I
: i 0/6 o« N »
i - X CANCEL

R e B B — R L T T | A Anns

3. Verify that the MQTT server is connected to the client or not. Add a monitoring point with the address
type "mqtt_connect" in the data monitoring. When the value is 1, it means connectivity. If the value is O,
it means there is no connectivity. You need to check if the first two configuration of the steps is correct
or not.

FR#AL : 4008-033-022 —mR—i, HENREEREL/A
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Monitor Alarm Data Edge Remote Camera Address Tag Info
B Computing
Default Group (15) ok (24) £ Group Setting @ Global Settings
e Operati
B New data monitor item siahs
[l 4 0O T
1 Name mtqg-connect =
& 4 0O T
| Use address Ta ® Use address
O ! ; el =l |
1 Device FEMQTT_S = Station No. e
O 4 OO
D_ Data Type 16-BitUnSi = Address Type mgtt_conm ¥ /B W
1 [ Bit-index within a Byte Register mgt, alive ;
O status/mgqtt_monitor_num L DT
| Address 0 caﬂ?gl‘.‘:mq;:passwmd
config/mgtt_username .
O ase gy config/mgtt_client_id 40w
1 Integer Digits 4 Fraction Digits config/matt_keep_alive s @ W
O system/matt_ssl_flag L]
1 Format D{0~0) Unit mgtt_server_port -
3 mgtt_server_url 4 DO U
1 Computation [[JEnable Config o e P
= P S 0O T
1 RW Settings (®) Readonly ) Read/Write R it
(] 4 O T
] . eck data change every 10 sec(s). The interval can be changed in
Traffic Saving Check d h 10 sec(s). Th I be changed
g | global settings. B
]
1 LO) = e @ 4
Monitor Alarm Data Edge Remote Camera Address Tag Info
— Computing
ok (24) ¥ Group Setting @ Global Settings
[] Status  MName Value Address Traffic Description Operation
=] [ L o | ] o T T re - w w |
)| @ ¥4 0 & |y4 va # O T
[ @ Y7 0 @ |7 Y7 S O W
(i) ® ¥10 0 @ |[yio Y10 # IO W
[l ® ¥11 0 & |yn ¥ 11 # b W
(=] @ ¥12 0 = | yi2 Y12 # 0 W
= - Y13 0 @ |[¥1i3 Y13 S O W
=] & do 0 Z | oo Do # 0 W
[ a M100 0 @ | mio0 M 100 S O o
(| ® b0 0 = LB O LB O # 0O T
i} ® mtgg-connect 0 mgtt_connect MQTT_CONNE S O W
0 £T0
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2.FBox subscription and publishing topics

After the MQTT server is connected to the box client, For example, log in to the MQTT web client, and
the topic can be subscribed and published. On the MQTT client, you can view the Topic list of the device.
The Topic of FLEXEM MQTT (hereinafter referred to as Topic) is transmitted in json format. View the
device's topic list as shown in the figure: (taking box 222218030009 as an example)

MONITORING

MANAGEMENT

The topics that have already subscribed to will be displayed in this place.
Subscribe and post topics in the MQTT client "Websocket" menu. When you fill in please

note:capitalization or lower case

MONITORING

MANAGEMENT

RoR#s: 4008-033-022 —RH, EIREEREL/O
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2.1 Publish Topic

Fill in these topics at the subscription of the MQTT client and receive the corresponding information
from the box. (Taking the box 222218030009 as an example, and the theme is not customized, the
default is:Topic/flexem/fbox/)

2.1.1 Real-time data

This topic is the topic that the box actively publishes. It is released according to the default release
period (10s). When the MQTT client subscribes to this theme, it can receive the push of the box entry.
Example: There is a monitoring point in the box. When the MQTT client subscribes to the topic, it will
receive the monitoring point content pushed in the box:

Topic Topic/flexem/fbox/{Box serial number}/system/MonitorData
(example: Topic/flexem/fbox/222218030009/system/MonitorData)
Type publish

Content {

"time":"2018-4-26 17:33:16",

"Data":[{"name":"Temp","value","124"},

"name":"mqtt_connect","value","1"},

n na mell:Ilbitll’llvaluell’lloll}’
"name":"single","value","45.500473"}

]

}

"Time":Item monitoring point push time

"name":Monitoring point name
"value":Monitor point value

Note: The maximum number of monitoring points for an MQTT message is 50. When the num
ber of monitoring points that need to be uploaded exceeds 50, the box is divided into multipl
e message pushes. The time stamps of the messages sent separately are the same, and the pa
ckets can be grouped according to this.

You can view the monitoring points added to the box in the box client (FlexManager):

RoR#s: 4008-033-022 —RH, EIhREEREL/7
BHE M www.flexem.com



R ES5 EERSEENERGARAT

) . + 9,
= (1] 0 = e % A
Manitor Alarm Data Edge Remote Camera Address Tag Info
—_— Computing
Default Group (16) ok (24) L Group Setting @ Global Settings
[] | Status | MName Value Address Traffic Description Operation
| - TU u = Tw TU F LIl w
O] @ |va 0 @ | v4 Y4 4 O W
0| e |[y7 0 @ |v7 Y7 S 0T
i @ Y10 0 @ vy Y10 4 0O T
] & Y11 0 Z n Y11 S 0O T
ol o ¥12 0 Z |yi2 ¥ 12 S 0O T
=] i Y13 0 = | ¥13 Y13 s O T
[ @ dd 11 @ Do DO S 0O m
] (5] M100 0 & ™10 M 100 S 0O 0
O @ b0 0 @ | LBO LBO s 0
O @ mtqg-connect | 0 maqtt_connect MQTT_CONNE | & [ T
0 CI 0

Fill the topic in "Subscribe-->Topic":Topic/flexem/fbox/222218030009/system/MonitorData, Click
"Subscribe", the subject of the MQTT client subscription will be displayed in the list on the right, and the
received information will be received in the "Messages received" list at the bottom right, according to

the default release period.

MONITORING

MANAGEMENT

ADMIN

If you want to unsubscribe from the topic, you can cancel the topic in the list of subscribed topics.

RoR#s: 4008-033-022 —R, EhREEREks
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2.1.2 Publish box related status or information

When the box receives some relevant information or status topics, it needs to be published on this topic.
After the MQTT client subscribes to the topic, it will get information about the box.

Topic Topic/flexem/fbox/222218030009/system/Stat
us
Type publish
Content {
Status Type: Status Value
}
Status: Pause {"Pause":"Enable"} or{"Pause":"Disable"} paused or not
Status: MDataPubCycle | {"MDataPubCycle":10} Monitoring point publish
period value

Note: The box does not actively publish the theme. When the box receives the topic
Topic/flexem/fbox/222218030009/system/GetInfo and the content is Pause or MDataPubCycle, the box
related status or information will be published. When MQTT client subscribes to the topic will received
corresponding information.

Fill the topic in "Subscribe-->Topic": Topic/flexem/fbox/222218030009/system/Status, and click
"Subscribe" to  subscribe to the topic. Fill the topic in  "Messages-->Topic":
Topic/flexem/fbox/222218030009/system/Getlnfo, fill in the content "Pause" in "Messages-->Messages",
and you will get the status of the box in the paused push entry. When fill in "MDataPubCycle" will get the

value of the box monitoring point publish period.

RR#%E: 4008-033-022 —RE, EREEELI
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ADMIN

2.1.3 Publish an entry information list

After the MQTT client subscribes to the topic, it will get the monitoring point information in the box.

Topic Topic/flexem/fbox/222218030009/system/Taglist
Type Publish
Content {"Version":1,

"list":[{"name":"Temp"},

"name":"mqtt_connect"},
"name":"bit"},

"name":"single"}

Note: The box will not actively publish the topic, when the box receives the box information, the topic is
Topic/flexem/fbox/222218030009/system/GetInfo

And when the content is Taglist, it means to get a list of item information of the box, then the box will be
published by:

Topic/flexem/fbox/222218030009/system/Taglist.

Fill the topic in "Subscribe-->Topic": Topic/flexem/fbox/222218030009/system/Taglist, and click
"Subscribe" to subscribe to the topic. Fill in the topic "Tops/flexem/fbox/222218030009/system/GetInfo"
in "Messages-->Topic", and fill in the content "Taglist" in "Messages-->Messages" to get all the
monitoring point entries in the box.

RoR#s: 4008-033-022 —R, EhREEaEl/10
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MANAGEMENT

2.1.4 Publish topic list

The topic list is the system default topic. After the MQTT client subscribes to the topic, you can get a list
of topics supported by the device. Where sub indicates that the topic is the subject of the box
subscription, and pub indicates the theme that the box can publish.
Topic Topic/flexem/fbox/222218030009/system/Topiclist
Type Publish

Content {

"topicVer": 1,
"topicList": [

{
"topicname": "WriteData",
"type": llsubll}'

{
"topicname": "GetInfo",
"type": llsubll}'

{
"topicname": "Reboot",
"type": llsubll}'

{
"topicname": "Pause",
"type": llsubll}'

{
"topicname": "MDataPubCycle",
"type": llsubll}'

{
"topicname": "MonitorData",
"type": llpubll}'
"topicname": "Status",
"type": llpubll}'

{

RoR#s: 4008-033-022 —R, EhREEEL/11
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"topicname": "Taglist",
"type": llpubll}’

"topicname": "Topiclist",
"type": llpubll}
1}

"topicVer": Theme version number

"topicList": A list of topics supported by the device, sub indicates that the topic is the subject of the box
subscription, and pub indicates the theme that the box can publish

The prefix for all topics is the default Topic/flexem/fbox/222218030009/system/. So you only need to
reply to the last level.

Note: The box does not actively publish the topic, the same reason, when the box receives the subject of
getting the box information Topic/flexem/fbox/222218030009/system/GetInfo

And when the content is Topiclist, it means to get a list of item information of the box, then the box will
be publish by: Topic/flexem/fbox/222218030009/system/Topiclist

Fill the topic in "Subscribe-->Topic": Topic/flexem/fbox/222218030009/system/Topiclist, and click
"Subscribe" to subscribe to the topic. In "Messages-->Topic", fill out the topic:
Topic/flexem/fbox/222218030009/system/Getinfo, and fill in the content "Topiclist" in
"Messages-->Messages" to get a list of topics supported by the device.

MONITORING

MANAGEMENT

2.2 Subscribe to topics

The following topics are box subscription topics, which are filled in at the publish topic of the MQTT
client before the box can subscribe to receive this information. (Taking the box 222218030009 as an
example, and the theme is not customized, the default is: Topic/flexem/fbox/)

RoR#s: 4008-033-022 —RH, EINREEREK/12
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2.2.1 Set monitoring point

Setting the monitoring point will control the box to write to the monitoring point. Currently, th
e FLEXEM MQTT write operation only supports writing one variable value at a time.

Example: There is a monitoring point named "Temp" in the box, and the value is modified in t
he MQTT client by 30:

Topic Topic/flexem/fbox/222218030009/system/WriteData
Type subscription
Content {"Version":10,
"Data":[
"name":"Temp","value":"30"}
1}

"Version":10: The version number of the topic
"name":Monitoring point name to be modified
"value":Monitoring point value to be modified

Fill the topic in "Messages-->Topic": Topic/flexem/fbox/222218030009/system/WriteData, fill in the
contents of the modified monitoring point in "Messages-->Messages", click "send", after the box

receives the topic, perform a write operation.

MONITORING - Yo

Subscribe

MANAGEMENT

218030009/ { "Version™:10, "Data™[ {"name":"Te

Note: Do not use entries with the same name when registering entries
MQTT does not support string entries

RoR#s: 4008-033-022 —RH, EIhREEREL/13
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2.2.2 Pause data push

The server can suspend the publish of real-time data of MQTT. You can also use this topic to
open the unpause publish of real-time data.

Topic Topic/flexem/fbox/222218030009/system/Pause
Type subscription
Content "Enable" or "Disable"

"Enable":Indicates to suspend the publish of all current real-time data
"Disable":Indicates that the suspension is cancelled and the real-time data continues to be
Published

Fill the topic in "Messages-->Topic": Topic/flexem/fbox/222218030009/system/Pause, fill in "Enable
" or "Disable" in "Messages-->Messages", the box receives the subject, according to the content
will " Pause or unpause monitoring of the push of the item.

Take a pause push entry as an example:

ADMIN

Note: Pause push for a single entry is not supported.

2.2.3 Restart the box

After the box receives the topic, it will restart immediately. At this point, the MQTT server sho
uld actively disconnect the existing link and release the subscribed topic. After the box is restar
ted, it will re-register the device, get a list, and so on.

Topic Topic/flexem/fbox/222218030009/system/Reboot
Type subscription
Content "True" (Content can be empty)

Fill topic in ‘Messages-->Topic’: Topic/flexem/fbox/222218030009/system/Reboot,Fill "True" in "Me
ssages-->Messages" (can be empty)After the box receives the command, it will restart immediat
ely.

RoR#s: 4008-033-022 —R, HEshkEgati/14
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Note: If the MQTT client publishes the topic multiple times, the MQTT server will continue to s

end message without transmission completion when the box logs in again.

For example, the MQTT client continuously sends 10 restart commands. After the box receives a
restart command, it immediately restarts. At this time, the MQTT server still records that there
are still 9 restart commands that are not communicated. After the next box is started, the M

QTT will continue to send.

2.2.4 Let the box publish the monitoring point immediately

After the box received the topic, it immediately publishes the
Topic/flexem/fbox/222218030009/system/MonitorData , which is the value of the current item to be
collected.

Topic Topic/flexem/fbox/222218030009/system/MDataPubNow
Type Subscription
Content Any content, even empty is ok

If the set monitoring item period is long, but you want to get the monitoring item immediately, the client
can publish the topic. When the FBox receives the topic, it will publish the monitoring item with
Topic/flexem/fbox/222218030009/system/MonitorData.

First fill the topic in "Subscribe-->Topic": Topic/flexem/fbox/222218030009/system/MonitorData, get the
monitoring point of the box, it is convenient to observe the transmission of monitoring points after the
modification publish period.

Fill the topic in "Messages-->Topic": Topic/flexem/fbox/222218030009/system/MDataPubNow, click
Send, you can get the box monitoring point data immediately.

MONITORING

MANAGEMENT

RoR#s: 4008-033-022 —RH, EIREEREK/1S
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2.2.5 Set the monitoring point entry release cycle

Allows the publish period of monitoring points to be set through topic interaction.

Topic Topic/flexem/fbox/222218030009/system/MDataPubCycle
Type Subscription
Content 5

The topic is published on the MQTT client. When the box receives the topic and content, it indicates that
the monitoring entry publish period is set to 5S. When set to 0, the default 10S is restored. (Unit: Second)

First fill the topic in "Subscribe-->Topic": Topic/flexem/fbox/222218030009/system/MonitorData, get the

monitoring point of the box, which is convenient observe the transmission of monitoring points after the

modification publish period.

Fill the topic in "Messages-->Topic": Topic/flexem/fbox/222218030009/system/MDataPubCycle, and
fill in "5" in "Messages-->Messages" (modified publilsh period, unit: Second)After the box recei

ves the command, it will immediately modify the publish period of the monitoring point.

2.2.6 Set single or multiple monitoring point entry publish cycles

The topic is published on the MQTT client, and the single or multiple monitoring points set will be
published according to the set publish period. If the monitoring item period set by the topic is not used,
the default period or the period set by MDataPubCycle will be used.

When set to 0, the monitoring entry uses the global release cycle.

Topic Topic/flexem/fbox/222218030009/system/MDPCS
Type subscription
Content {"cycle":10,
"num":3,
num:The num | "item":

ber of setting | [

S "ItemNamel",
"ltemName2",
"ltemName3"
1}
RAR#EE: 4008-033-022 —R—i, HENREEREL/16
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"cycle":Modified publish cycle time, unit: second

"num":Set the number of modified monitoring points

"item":The name of the monitoring point entry

First fill the topic in "Subscribe-->Topic": Topic/flexem/fbox/222218030009/system/MonitorData, ge
t the monitoring point of the box, It is convenient to observe the transmission of monitoring p
oints after the modification publish period.

Fill the topic in "Messages-->Topic": Topic/flexem/fbox/222218030009/system/MDPCS,

Fill the corresponding content in "Messages-->Messages". After receiving the topic, the box will
change the push period of the set monitoring point.

MANAGEMENT

2.2.7 Get the status or information about the box

When the box receives different access information, it is published with the specified topic. This topic is
used in the previous section.

Topic Topic/flexem/fbox/222218030009/system/GetInfo
Type subscription
Taglist Get the current list of entries
Topiclist Get the topic of the current box (subscription and publishable)
Pause Get the pause status of the current box (whether it is pause
d)
MDataPubCycle | Get the push cycle of the current box monitoring entry

1)Taglist
Topic/flexem/fbox/300216080083/system/GetInfo  Taglist
When the box receives the topic and content, it publishes the Topic/flexem/fbox/222218030009/
system/Taglist.
The content is:
{
"Version":1,

"list":[{"name":"Temp"},

RoR#s: 4008-033-022 —R, EshREEae/17
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"name":"mqtt_connect"},

Ilnamell:llbitll}'

"name":"single"}

]

MANAGEMENT

2) Topiclist Get the topic of the current box
Topic/flexem/fbox/300216080083/system/GetIinfo  Topiclist

When the box receives the topic and content, then
published,Topic/flexem/fbox/222218030009/system/Topiclist, the content is
{"topicVer": 1,

"topicList": [
{"topicname": "WriteData","type": "sub"},
{"topicname": "GetlInfo","type": "sub"},
{"topicname": "Reboot","type": "sub"},
{"topicname": "Pause","type": "sub"},
{"topicname": "MDataPubCycle","type": "sub"},
{"topicname": "MonitorData","type": "pub"},
{"topicname": "Status","type": "pub"},
{"topicname": "Taglist","type": "pub"},
{"topicname": "Topiclist","type": "pub"},

1}

The prefix for all topics is the default Topic/flexem/fbox/222218030009/system/, so you only need to

reply to the last level.
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3) Pause: Get the pause status of the current box (whether it is paused)
Topic/flexem/fbox/222218030009/system/Getinfo  Pause

When the box receives the topic and content,  Topic/flexem/fbox/222218030009/system/Status is
posted, the content is:

{"Pause":"Enable"} or {"Pause":"Disable"}

4) MbDataPubCycle : Get the push cycle of the current box monitoring
entryTopic/flexem/fbox/222218030009/system/Getinfo MDataPubCycle
When the box receives the topic and content, it posts
Topic/flexem/fbox/222218030009/system/Status , which reads:
{"MDataPubCycle ":10}
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